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SWE4211: Real Time Systems

SWE4211 Lab 1: Getting started with Raspberry Pi Development

1 Introduction
This is your first lab with the Raspberry Pi. In this lab, you will learn a bit about how the Raspberry Pi works, as well as
start some basic development with the system.

Note that for this lab, you will be working with a lab partner. You will have one Pi setup, but both of you should follow the
instructions to create an image and to setup the virtual machine (VM).

2 Laboratory Equipment Needed (For each group)

One Raspberry Pi Power Suppl

One Raspberry Pi 3 embedded systems board

P
5 =

T

2 Ethernet networking cables 1 USB uSD Card Reader (Note: May physically
look slightly different)

3 Al Policy Statement

For this assignment, the usage of Al is PERMITTED. This assignment does not have any specific needs for the usage of
Al, but from a pedagogical standpoint, there is no justification to forbid the usage of Al on this assignment.
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4 Lab Objectives

e Create a microSD card image of an operating system
e Configure a Linux virtual machine for cross compilation

5 Deliverables / Submission

This lab has primarily been focused on learning about the environment. The lab report is therefore brief about what you
found and what you learned. You are to submit this with your lab partner. One submission between the two of you is fine.

Each person will be responsible for submitting one report with the following contents:
1. Introduction
a. What are you trying to accomplish with this lab? This section shall be written IN YOUR OWN
WORDS. DO NOT copy directly from the assignment. Make sure it is in multiple, grammatically
correct sentences.
2. Screen captures
a. What was the output of the architecture commands when installing / printing foreign architecture?
b. What was the output of the Is command for the g++ compilers?
c. Include screen captures showing the execution of the first demo program (testl) on the Raspberry Pi
and the uname command.
d. Include a screen shot of the testl program trying to run on the host and showing the file size.
e. Include a screen shot of the Lab1Part3 program running on the Pi as well as on the host.
3. Questions
a. Explain what is the difference between foreign architecture and simply an architecture?
b. What was the binary that the g++ cross compiler linked to? Why is this structure advantageous to
Linux?
c¢. What is the size of the testl binary when cross compiled? What was the size of the test2 binary when
cross compiled?
. Why does the testl file not run in your vim environment?
e. What does the -static option do to the compiler/linker? Why might this be advantageous? What
problems might this cause?
f. What does the size of the pointer have a value of 8 mean? What would it mean if the size of the
pointer was 4?
g. Why is debugging harder on the raspberry pi using gdb than it was when you debugged code with
the debugger in your C/C++ Programming course?
h. What is meant by multi-architecture in terms of gdb?
i. What does the gdb service do on the raspberry pi?
4. Conclusions
a. What background material from previous courses that would have been useful to this lab do you feel
you were missing?
What have you learned with this experience?
c¢. What improvements can be made in this experience in the future?

This material should be submitted as a single pdf file.

If you have any questions, consult your instructor.
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6 Introduction

In this lab, you are going to setup the Raspberry Pi and associated development systems.

In this lab writeup, and in future lab writeups, a convention will be used to help guide you through the exercises. In the lab
writeups, instructions that are to be typed are color coded for whether they are to be typed into a plain Linux terminal or a
terminal which is connected to the Raspberry Pi. Commands that appear in RED are to be entered in the shell of your VM
and are to be executed by the VM itself. For example, 1s -al will list all files in the current directory on Linux VM.
Commands which are in BLUE are to be executed on the Raspberry Pi. To do this will require a ssh connection to your Pi.
For example, chmod a+x hello.sh will change the permissions for the file hello.sh on the raspberry Pi to be executable for
everyone.'

7 Prelab

Prior to the lab session, you will want to try and accomplish as many of these tasks as is possible, as these are setup tasks.
Sometimes they go by very quickly, but other times, there may be downloads that take time to complete. If possible, your
professor will provide materials to you in advance of lab potentially on flash drives.

7.1 Virtual Machine setup

The Linux distribution you are using will execute using the VirtualBox virtual machine software. You will need to download
this and install the VirtualBox software on your laptop. (Note: This is a newer version than you may have used for previous
courses, and you should update to the latest version for best operation on your laptop machines.) You will need to install
the appropriate version of the software, which is 64-bit for the MSOE machines. The download for VirtualBox will be
present in Canvas. Once you have done this, download and install the Oracle Virtual Machine Extension Packs. This will
allow full operation of USB devices and other things that require advanced virtualization technology. (Note: If you do not
install the extensions, strange behaviors may be noted in later assignments.)

When you have completed installing Virtual box, you will need to download and install the Linux virtual machine image
from Canvas. The virtual machine will run Debian. Debian has become the defacto standard for those who wish to work
with the Raspberry Pi when the Raspberry Pi is running an embedded Debian distribution. As part of the installation process,
you will need to create a folder on your c drive called lwshare, which is a folder that will be shared between Linux and your
Windows operating system. You should create this before installing and running the VM

Once the Virtual machine is downloaded and setup, log onto the operating system. The default user is swestudent, and the
default password is MSOEStudentPwd. At this point, if you would like to share another folder in addition to the default
Iwshare on the ¢ drive, this would be the ideal time to set it up.’

7.2 Changing the name of your Virtual Machine
One of the things we need to do is to differentiate our virtual machines. Right now, if all students were to log on at the same

time, we’d see all of your VM’s using the same name. That is not ideal for troubleshooting. So, what we want to do is to
rename our VM so that we can figure out what is going on. Luckily, this is a very easy process.

To start, open a shell on your virtual machine. In the shell, enter the command hostnamectl. This will show you
information about the given virtual machine. Next, enter the command sudo hostnamectl set-hostname
<newname> where <newname> is the name you are giving your machine. Use something that is obvious for this course

! These examples should look familiar from your Operating Systems course, likely taken last year.
? This is done using the Shared Folders segment of VirtualBox. There are numerous tutorials online about this.
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(i.e. your MSOE email id, your last name and first initial, etc., making sure to add in that it is the swe4211. For example,
swed211-debian-schilling).

Next, issue the command sudo nano /etc/hosts.’ This will open up the file that is responsible for storing some
information about the hostname for the given machine and other networking information. Change the name of the given
machine to match the hostname you entered previously. When finished, save the file (Ctr1-0 and then enter) and exit
the editor (Ctrl-X). Next, cat the file out to the console to make sure your changes were saved appropriately using the
command sudo cat /etc/hosts

Once you have done this, issue the command sudo reboot now and log onto the machine once the reboot completes.
Open another shell and you should see the changed name when you type the command hostnamectl. These steps are
shown in Figure 1.

swestudent@swed421l-debian-base:~% hostnamectl
swe421l-debian-base
computer-vm
vm =
659ac051cd4542aabbae8fdf86865Fed
6599e79d5ccedchea793ba5ace3bcefa
oracle
Debian GNU/Linux 13 (tr )
Linux 6.12.101+deb13-amd64
xB86-64
innotek GmbH
VirtualBox
VirtualBox
Fri 2006-12-01
19y 8month 2w 6d

swestudent@swed421ll-debian-base:~-% sudo hostnamectl set-hostname swe421l-debian-schilling
[sudo] password for swestudent:
swestudent@swed421l-debian-base:~-% sudo nano /etc/hosts
sudo: unable to resolve host swed42ll-debian-schilling: Name or service not known
swestudent@swe421l-debian-base:~$ sudo nano /etc/hostname

%

swestudent@swed421l-debian-base: sudo cat /etc/hosts
127.0.0.1 localhost

127.0.1.1 swed421l-debian-schilling

# The following lines are desirable for IPv6 capable hosts
il localhost ip6-localhost ip6-loopback

ffe@2::1 ip6-allnodes

ff@2::2 ip6-allrouters

swestudent@swed21l-debian-base:~$ |

Figure 1 Resetting the name of your VM.

3 This instruction uses nano as the text editor. However, you are free to use any editor (vim, emacs, etc.) that has been
installed on the VM environment.
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8 Setting up the toolchain*

The virtual machine you are being provided with is a somewhat stock VM, in that it is designed to run Linux for the target
platform, generally a 64 bit Intel platform. However, to work with the Raspberry Pi, we need our platform to be able to
handle compilation for the arm platform. To do this, we will install a feature called foreign architectures. Foreign
architectures, when used with a tool called multiarch allows us to compile targeting different architectures.

To do this, start by adding the appropriate arm architecture as a foreign architecture using the command sudo dpkg --
add-architecture armé64. When this finishes, issue the commands dpkg --print-architecture and dpkg
--print-foreign-architectures. This will show the architecture of the vm as well as the installed foreign
architectures. Save a screenshot for your report.

Next, we need to update the VM with any new package sources and install the cross compiler. The cross compiler will allow
us to compile code for the defined platform. However, before we can do this, we need to remove a source. Issue the
command sudo nano /etc/apt/sources.list. In the editor, remove any references that may exist referencing
“cdrom” as the source. When finished, save the file. Then, issue the command sudo apt update and sudo apt
install crossbuild-essential-armé64. This will update the sources used for the OS as well as install the
appropriate ARM cross compiler for the Raspberry Pi.

Next, issue the command clear and then cd /usr/bin to change into the path where the tools have been installed.
Issue the commands 1s -1 *g++* and aarch64-1linux-gnu-g++ -v to list the g++ compilers and the compiler

version. If the result of the Is command is a link, try to identify the base binary that is being linked to. Save a screenshot
for this report showing the outputs.

When finished, shutdown your virtual machine with the command sudo shutdown now.

* Based upon Molloy, D. (2016). Exploring Raspberry Pi: Interfacing to the Real World with Embedded Linux. New York:
Wiley, 978-1119188687, 720pp.
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9 Creating your bootable flash image on a uSD Card

There are many ways to create uSD images. We will follow what is becoming the de facto method when working with the
Raspberry PI. However, other methods may also work, depending upon your experience and environment.

9.1 Burning the Image with Windows

To begin, download the Raspberry PI imager software from Canvas and install it on your laptop. Place your uSD card into
an external USD to USB adapter and then plug it into your laptop. When you have completed these steps, start the program.
For the device, select the Raspberry Pi 3, choose an other operating system and then raspberry pi lite, and then select your
device. REALLY MAKE SURE _YOU SELECT THE RIGHT DEVICE. MISTAKES HERE CAN BE
UNRECOVERABLE. ITIS RECCOMENDED THAT YOU REMOVE ALL OTHER USB DRIVES FROM YOUR
MACHINE WHEN DOING THIS ACTION. Then click on the Next button. Set the hostname to a unique hostname
which incorporates your MSOE student name / student id and then setup the localization to be in the central US. Note that
setting this wrong can have very adverse impacts on the Wi-Fi setup. For the username select pi and then provide a simple,
easy to remember password that you can readily type. In selecting your password, use something simple that you would not
be afraid of sharing should it be necessary to help with debugging.’

Next, enter the Wi-Fi network. For the Wi-Fi network, consult canvas for details about the names of the network or the
plackards on the walls of the cyber lab, which list various networks and credentials. When entering credentials, make sure
they are correct, as significant issues can occur if they are not correct.

After setting up ssh, do not enable raspberry connect and then proceed to burn the uSD card. These steps are shown in
Figure 2. Then click on Write. Writing to the image will take roughly 5-10 minutes or so, depending upon your USB speed
and laptop.

> Note that this somewhat goes against normal security practice, but in the class, there may be times when we will need to
share a password to access devices.
Page 6 of 21




Department of Electrical and Computer Engineering and Computer Science

Milwaukee School of Engineering
Fall Semester, 2026-2027
SWE4211: Real Time Systems

B Raspbeny P mager 20111

Setup steps

APP OPTIONS

BB Raspberry Pl imager v20.11.1

Setup steps

Device

APP OPTIONS

- 0 x B Raspberry 9i Imager 20,111

Select your Raspberry Pi device Sy s

&

Device
Raspberry Pi 5

Raspbery Pi 5,500 / 500+, and Compute Module §

Raspberry Pi 4

Raspbeny Pi 4 Model 8 400, and Compute Module 4 / 4§

Raspberry Pi 3
30” i

Raspberry Pi 2

Raspbeny PI 2 Mode! 8

Raspberry Pi 1

2 4
&
@
¢

- o x

Choose operating system

Select an operating system to install on your Raspberry P\

raspoerTy 11 US (Legacy, 3£
A port of Debian Bookworm with security updstes and
deskiop environment

Raspberry Pi OS (other)
Other Raspberry Pi OS based images

Other

Other general-purpose operating systems

B &8

B Raspberry P imager v20.11.1 - o x

Setup steps

Choose operating system
Device Select an operating system to install on your Raspberry Pt
os Back

€ Gobeckmmenmens

Released: 20260618

Raspberry Pi 0S Full (64-bit)
A port of Debian Trixie with deskiop environment and
recommended spplicetions.

Media os Ple
Raspbery P11 Model A/ Ae /B, B¢ ond Compute Modue 1 V= Poerag i
APP OPTIONS BACK APP OPTIONS BACK
- o x B Raspoerry Pi Imager ¥20.11.1 - B Raspbenry Fi imagerv20.11.1 - B X%
Select your storage device e Customisation: Choose hostname 0s Customisation: Localisation
os Select your location for suggested time zone and keyboard layout
Generic STORAGE DEVICE USB Device Storage
29168 5 o
Mounted a5 EA Storage
Hostname

Femate access

Raspberry Pi Connect

Exclude system drives

BACK APP OPTIONS

Storage

Hor

Localisation

Raspberry Pl Cannect

APP OPTIONS

B Raspberry B imager 20111

Customisation: Choose username Starage

Create a user account for your Raspberry Pi

Localisation
Usemame pi

User

Wi
Password: ssssenass

Remote acoess

Raspbary i Connect

Confirm password:  sesssssss

The usemame musst be kwercase and contain anly letters, numbers,
undarscores, ana hyphens

SKIP CUSTOMISATION BACK [ wea ]

APP OPTIONS

Entor

[scmnmgpmm

AnGEINBME s 8 unique name that identiies your Rasphenry Pl on the.
metwork. Il should contain anly letiers, rumbers, and hyphens.

SKIP CUSTOMISATION BACK

Customisation: Choose Wi-Fi

SECURE NETWORK

OPEN NETWORK
SSID

Password

ssssssssssssnsnnnnsanns

Confirm password:

[[] Hidden SSID

SKIP CUSTOMISATION BACK

NEXT

Hastname

Localisation
User
w-el

Remote access

APP OPTIONS

7' Ruspoery i Imagerv20111

Storage

Customisation: Raspberry Pi Connect

Sign in o receive a token and enable Raspberry Fi Connect - "
Customisation

Enable Raspberry Pi Connect

What is Raspberry Pi Eonnect

SKIP CUSTOMISATION BACK APP OPTIONS

NEXT

Write image

Review your choices and write the image to the storage device

Summary

Device: Raspbemy PI3

Operating system:  Raspbeny Pi 05 Lita (64-58)
Storage: Generic STORAGE DEVICE USB Device
Customisations to apply:

- Hostname configured

+ Localisation configured
+ User account configured
+ Wi+ configured

+SSH enabled

WRITE

Capital city: | Washington, D.C. (United States)  +

Time zone: | America/Chicago -

Keyboard layout: | us -

APP OPTIONS SKIP CUSTOMISATION BACK

NEXT

Storage

Customisation: SSH authentication

Configure SSH access

Enable SSH
e Lo o 51 ©
wi-F Authentication mechanism:

@ Use password
authentication

(y Use public key
 authentication

APP OPTIONS SKIP CUSTOMISATION BACK [ wea ]
B Raspbony P nager 20111 - o x

Storage Write image

Customisation S

Hostname e

ae You are about to ERASE all data on: Generic STORAGE DEVICE USB Device
> This action is PERMANENT and CANNOT be undone.

-

L CANCEL | UNDERSTAND, ERASE AND WRITE
Rz

Figure 2 Burning the Raspberry Pi image with the Raspberry Pi Imager. Note the customizations being applied to the uSD as
it is being burned. You can use any password you desire. However, do not make it tremendously difficult, as there may be
cases in lab where you will want to publicly disclose your Raspberry Pi’s password to allow your professor to help you in lab

by remoting in. While security is important, this is a lower risk environment.
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10 Working with the Pi

Right now, both the pi and your virtual machine are shutdown. We need to change that.

To start, plug in plug in your Trendnet adapter and connect to the network using the wired adapter. When completed, setup
your virtual machine to use a Bridged connection to the network, connecting through the USB based Trendnet device. This
is shown in Figure 3. (Note: Your laptop may use a different name as you may have different network capabilities on your
machine.)

() 2026 Debian SWE4211 Baseline Machine Wschilling - Settings - o x
Basic M Search settings O
@ General e
Adapter!  Adapter2  Adapter3  Adapter4
System
@ Enable Network Adapter
@ Display Attached to  Bridged Adapter v
Name TP-LINK Gigabit Ethernet USE Adapter “
B sose
Adapter Type Paravirtualized Network (virtio-net) “
(D] D Promiscuous Mode Deny 5
5 Networ MAC Address _080027DA1BAS @
(@ virtual Cable Connected
@ Serial Ports
O us Serial Ports
Poitl  Port2 Port3  Portd
[ shered Folders
() Enable Serial Port
E Qeliimize Fort Number  COMI v RQ 4 Y0Pt x38

Cancel Help
Figure 3 Virtual machine settings. Note the name of the adapter may be different for you depending on your hardware.

Next, boot the virtual machine up and log in, making sure you can get an IP address from the network. You can check
network connectivity by running some pings.

10.1Booting the Raspberry Pi and finding it on the network.

Insert the microSD card into the Raspberry Pi. The slot is on the opposite end of the board from the Ethernet cable and the
power supply adapter. Plug in the Ethernet cable to the network that your pc is attached to on the network and plug in the
power supply. It will take about 30 seconds, but the Raspberry Pi will boot off the microSD card. You should be able to
see the green light on the board flash as the device boots. A diagram of the board is shown in Figure 4.

GPIO Pinout Diagram

»»»»»»
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22 © 0 B
od © O B
oo s 1@Y -~
el @ O [
OO0 k&S
O © Ess
@@ Ground
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£ @ 0 &S
e Q) -
Led @ © R
L © © ol
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g
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2
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to Reset the PI
2x2 USB-A
Ports to PC

Broadcom BCM2835

MicroSD Card Slot
(Underneath)

DSI Display Connecto:

Switching Regulator for
Less Power Consumption I % e Ethernet Out Port

oooooooo

Figure 4 Raspberry PI board. The green light next to the DSSI display connector and power supply will flash as the board
boots. The red light indicates power is turned on to the board. (https:/www.jameco.com/jameco/workshop/circuitnotes/raspberry-pi-
circuit-note.html)
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Open up a terminal window on your virtual machine and enter the command ping <yourName>.local® where
<yourname> is the name given to your raspberry pi.” This will result in your Linux virtual machine trying to ping the
Raspberry Pi and returning the IP address that has been assigned by the DHCP server to the device. The screen capture
shown below is an example. Notice that in this case, the router has assigned the IP address 192.168.4.155 to the Raspberry
Pi board. Yours will most likely be different. You will need to remember this step, as if you have difficulty connecting to
the Raspberry Pi, you will want to repeat this step again, and this will be a common command for you to enter when setting
up your systems to verify connectivity. This is shown in Figure 5.

>_] Terminal - swestudent@swed4211-debian-schilling: ~ A _ O X
File Edit View Terminal Tabs Help

swestudent@swed21l-debian-schilling:~$% ping schillingpi3u61.local
PING schillingpi3u6l.local (192.168.4.155) 56(84) bytes of data.
64 bytes from 192.168.4.155: icmp_seg=1 ttl=64 time=1.35 ms

64 bytes from 192.168.4.155: icmp seq=2 ttl=64 time=0.787 ms

64 bytes from 192.168.4.155: icmp seq=3 ttl=64 time=0.755 ms

64 bytes from 192.168.4.155: icmp_seg=4 ttl=64 time=0.830 ms

64 bytes from 192.168.4.155: icmp seq=5 ttl=64 time=0.665 ms

64 bytes from 192.168.4.155: icmp seq=6 ttl=64 time=0.712 ms

64 bytes from 192.168.4.155: icmp_seg=7 ttl=64 time=0.647 ms

64 bytes from 192.168.4.155: icmp seq=8 ttl=64 time=0.581 ms

64 bytes from 192.168.4.155: icmp_seq=9 ttl=64 time=2.21 ms

64 bytes from 192.168.4.155: icmp seq=10 ttl=64 time=0.818 ms
64 bytes from 192.168.4.155: icmp seq=11 ttl=64 time=0.699 ms
64 bytes from 192.168.4.155: icmp seq=12 tt1=64 time=0.699 ms
64 bytes from 192.168.4.155: icmp seq=13 ttl=64 time=0.748 ms
64 bytes from 192.168.4.155: icmp seq=14 ttl=64 time=0.700 ms
64 bytes from 192.168.4.155: icmp _seq=15 tt1=64 time=0.645 ms
64 bytes from 192.168.4.155: icmp seq=16 ttl=64 time=0.779 ms
64 bytes from 192.168.4.155: icmp seq=17 ttl=64 time=0.663 ms
64 bytes from 192.168.4.155: icmp seq=18 ttl=64 time=0.685 ms
64 bytes from 192.168.4.155: icmp seq=19 ttl=64 time=0.605 ms
64 bytes from 192.168.4.155: icmp seq=20 ttl=64 time=0.627 ms
64 bytes from 192.168.4.155: icmp seq=21 ttl=64 time=0.878 ms
64 bytes from 192.168.4.155: icmp seq=22 ttl=64 time=0.622 ms
~C

--- schillingpi3u6l.local ping statistics ---

22 packets transmitted, 22 received, 0% packet loss, time 21453ms
rtt min/avg/max/mdev = 0.581/0.804/2.206/0.342 ms
swestudent@swed21l-debian-schilling:-% I

Figure 5 Pinging your Raspberry Pi.

[ O T O SO N N N S N N N NN N N NN N N

% The .local is not always necessary, depending on how the mDNS service is setup on your router. You may be able to leave
this .local off. But, you may also need it. If it works without .local, that is fine. If you need to add the .local, that is fine as
well. It may change at home versus in the lab.
" Note: DO NOT USE an underscore or other symbol in the name, as it will cause problems. The name can only be
characters and letters.
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11 Verifying that C programs compile and execute on the Pi

Once the tools have been installed, open an shell on your virtual machine. Enter the commands ed ~ to change into the
home directory for your username, mkdir temp to create a temp directory and cd temp to change into that directory.
Then issue the command touch arml. c to create an empty file arml.c and nano arml. c to open it in the nano editor.

In nano, enter the code given in Figure 6. This is a simple C program that will test out the cross compiler on your virtual
machine. Unlike a traditional compiler, a cross compiler will write code for a different platform. In this case, you will be
writing the code on your Linux Virtual machine, but it will be targeting the ARM architecture on the Raspberry Pi.

#define GNU SOURCE
#include <stdio.h>
#include<sys/utsname.h>
int main (int argc, char* argvl[])
{
struct utsname uname pointer;
uname (&uname pointer);
printf ("Cross Compilation is fun!\n");

printf ("System name - %s\n", uname pointer.sysname);
printf ("Nodename - %s\n", uname pointer.nodename) ;
printf ("Release - %s\n", uname pointer.release);
printf ("Version - %s\n", uname pointer.version);
printf ("Machine - %s\n", uname pointer.machine);
printf ("Domain name - %s\n", uname pointer.domainname) ;

}

Figure 8: Sample C (arm1.c) program for cross compilation. Note that when coping and
pasting, the quotation marks may cause compilation problems. To fix, simply overwrite
the ““ with another *.

Figure 6 Sample C (arm1.c) program for cross compilation. Note that when coping and pasting, the quotation marks may
cause compilation problems. To fix, simply overwrite the “ with another .

Once you have entered the program, (note: be careful of “, as copying and pasting them may yield a slightly wrong character
that causes compilation errors) type the command

aarch64-linux-gnu-gcc -o testl arml.c

to compile the code. You should see that the code compiles successfully. Try and execute the program on your Virtual
machine by issuing the command

./testl

Does the program run? It should not. But, do you understand why it does not run on the VM? Using the console and Is
command, determine the size of the compiled binary. Screen shot these for the report.

Open up a second terminal window on your virtual machine and change to the directory where the code you are developing
resides. Issue the command

sftp pi@<your Raspberry Pi>.local

to connect to your Raspberry Pi. The password is what you set. Type the command
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put testl

to transfer the program to the Raspberry Pi. Now open a third terminal window and change into the directory where your
code was developed. Issue the command

ssh pi@<your Raspberry Pi>.local

to open a secured connection with the Raspberry Pi. Log on using the your password. Issue the command
uname -a

on your PI. Next type the command

Jtestl

to run the program. With this program successfully running, we now know that C programs can be cross compiled to our
embedded board. Screen capture this for your report, showing the program and the uname command.

Next, return to the original terminal and issue the command
aarch64-linux-gnu-gcc -static -o test2 arml.c

Again, list the size of the file. Is it different? If so, is it larger or smaller? What caused this change? Save this info for
your report.

Upload the file to the pi and verify that the behavior is the same by running the program with the command ./test2.
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12 Cross Compiling with Eclipse®

In the virtual machine, start eclipse under Linux using the menu (Development -> Eclipse CDT) or from the shell by issuing
the command eclipse &. Select a workspace that you would like to use in the Linux filespace (aka not the shared file
space). Then click on Launch. In Eclipse, select “File”, “New”, “C/C++ Project”, and “Classic C Project” before clicking
next. Enter a project name of “Lab1Part3” and then select Cross GCC. Click on next until you get to the C Project screen.

Enter the author and a greeting. Click on next and then Next again until you get to the Cross GCC Command. Enter the
prefix for the compiler and the path, as is shown in Figure 7.

New C/C++ Project ~Ox

a2 ADx
Templates for New C/C++ Project New Classic C Project
Create C project of selected type -
= = Ao x
Classic C Project N N .
CMake ("~ ACProject build using the CDT's managed build system. Project name: [ Lab1part3 Basic Settings =
Basic properties of a project
Make
Meson Classic C++ Project & Use default location
SC;* A CH+ Project build using the CDT's managed build system
N ject build using ged build sy: it et T S Browse Author Walter Schilling
CMake Project Choose file em: | defa -
A A CMake project with a Hello World executable to get started. o l 2026 MSOE]
Project type: Toolchains: " "
~ Core Makefile Project seiiot s T Hello world greeting | !!!Hello World!
& Create 2 Makefile project using CDT's new Core Build & Empty Project [Beosscce |
ad i Linux GCC
System. Over existing content or a new project with optional = Hello World ANSI C Project inux Source src
Empty or Existing CMake Project ® Hello World Arm C Project
Create a CMake project with no files. Can be used to create & Hello World RISCV C Project
one over existing content.
T . ® ADUCM36x C/C++ Project
Empty or Existing Meson Project  Hello World Arm Cortex-M C/C++ F
Create a Meson project with no files. Can be used to create
one over existing content & Freescale Processor Expert C/C++
" L
Meson Project Freescale Kinetis KLix C/IC#+ Proje
M A Meson praject with a Hello World executable ta get started. @ SiFive RISCV C/C++ Project

@ STM32F0xx C/C++ Project
@ STM32F 1xx C/C++ Project
® STM32F2xx C/C++ Project
® STM32F3xx C/C++ Project
@ STM32F4xx C/C++ Project
@ STM32F 7xx C/C++ Project
@ Hello World Arm QEMU xPack C/C+
@ Bac Cancel @ Hello World RISC-V QEMU xPack C/t

> (= Shared Library

-

e AaO0x = ol e
Select Configurations — Cross GCC Command —>

Select platforms and configurations you wish to deploy on Configure the Cross GCC path and prefix /

Project type:  Executable Cross compiler prefix: ~aarch64-linux-gnu-

Toolchains:  Cross GCC . erpats [ o =

;| fusrfoin
e ross compiler pa usr/bi rowse
©
ODEbug Select all
G ® Release
Deselect all

Figure 7 Setting up our first Eclipse Project.

Modify the code so that it matches that which is shown below in Figure 11.

¥ The following instructions are based upon the material in Molloy, Derek. 2016. Exploring Raspberry Pi
real world with embedded Linux. starting on page 283
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/*

Name : LablPart3.c
Author : Walter Schilling
Version :

Copyright : 2026 MSOE

Description : This program tests address locations.

*/
#include <stdio.h>
#include <stdlib.h>
#include <unistd.h>

int bss_var; /* This is an uninitialized global variable. */
int data_var = 1;/* This is an initialized global variable. */

static int 1lv;

static int 1v2 = 1;

int main(int argc, char* argv[]) {
void *stack var; /* This is a local variable declared on the stack.*/

char hostname[1024]; // This is an array declared on the stack which will hold the hostname.

stack _var = (void*) main;
printf ("Executing Program: %s\n", argv[0]);

puts ("!!!Hello World!!!\n");
printf ("Hello World! Main is executing at address %p\n", stack var);
printf ("This address (%p) is in our stack frame\n", &stack var);

printf ("The printf function is located at location %p.\n", printf);

/* The bss section contains uninitialzed data. */
printf ("This address (%p) is our bss section\n", &bss_var) ;

/* Data section contains initialized data */
printf ("This address (%p) is in our data section\n", &data_var) ;

/* This is a static variable which is uninitialized. */
printf ("The address of the static variable which is uninitialized is %p.\n", &lv);

/* This is a static variable which is initialized. */
printf ("The address of an initialized lv variable is %p\n", &lv2);

/* read the hostname. */
gethostname (hostname, 1024);

/* Print out the size of a pointer.*/
printf ("The size of a pointer is %1d.\n", sizeof (stack_var));

/* Print out the hostname to the console.*/
printf ("Hostname: %s\n", hostname) ;
return O0;

Figure 8 Our first program (modified from Embedded Linux Primer: Second Edition)

Right click on the project, properties, C++ Build, Settings, Cross GCC Linker, General, and check the static option, as is
shown in Figure 9. (You may need to expand the project from the left hand segment or by clicking window->show view -
> C/C++ Projects.) When finished click on Apply and Close. Build the code by clicking Project -> Build All from the menu.
It should build cleanly with no errors or warnings.

Open up a terminal window and cd to the directory where your project lives. You should see two folders, a Debug and a
src folder. The Debug folder is where the binary files live at. The src folder is where the source code lives at. Change into
the Debug directory. Determine how large this file is (i.e. 1s -1 ). Transfer the binary to the Raspberry pi using sftp and
then open up an ssh session. Execute the program on the raspberry Pi, taking note of the various addresses for main, the
stack, the bss section, and the data section. Screen capture this for your report.
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@ Properties for Lab1Part3 ("2
type filter text %> | | Settings Graprow
b Resource

Builders Configuration: | Debug [ Active | ~  Manage Configurations...

¥ C/C++ Build
Build Variables

& ]
Environment & Tool Settings | #Build Steps | (Build Artifact |[5Binary Parsers | @ Error Parsers

Logging & Cross Settings Do not use standard start files (-nostartfiles)
Settings ~ & Cross GCC Compiler Do not use default libraries (-nodefaultiibs)

Tool Chain Editor

b C/C++ General
Project References
Run/Debug Settings

(2 Dialect No startup or default libs (-nostdlib)
(% Preprocessor Omit all symbol information (-s)
(2 Symbols i¥I Ng shared iibraries (-static)
(% Includes
(2 Optimization
(% Debugging
(& Warnings
(% Miscellaneous
~ & Cross GCC Linker
(2 General
(2 Libraries
(5 Miscellaneous
L (2 Shared Library Settings
~ 8 Cross GCC Assembler
(% General

Restore Defaults Apply

@ Cancel oK

Figure 9 Compiler Settings

In the console on the Virtual Machine, change to the location where your project lives and into the src directory. This is
most likely something like /media/sf lwshare/workspace/LablPart3. On the console, issue the simple command gcc
LablPart3.c -static -o host. Determine how large this fileis (1s -1). Execute the same program on the host.
What is significantly different, if anything? Why might the addresses be different between the virtual machine host and the
Raspberry Pi? Why might they still be similar though not identical? What does the size of a pointer being 8 mean? Screen
capture this for your report.
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13 Remote Debugging

One of the things that is important to be able to do is to run remote debug sessions on your raspberry pi. While you have
used the debugger in other classes, remote debugging is a bit more complex. You are running commands on your local
machine which then need to be communicated to the raspberry pi for processing where the actual application is executing.
To perform remote debugging, we need to be able to setup our environment for remote debugging. We will need to add a
library on the raspberry pi and then we will need to setup our Eclipse project accordingly.

13.1Installing the tools

To begin, open up an ssh connection to the Raspberry Pi using ssh. In the shell, issue the command:
sudo apt-get install gdbserver.

This command will install the gdbserver service on the Raspberry Pi.

“gdbserver is a control program for Unix-like systems, which allows you to connect your program with a
remote GDB via target remote---but without linking in the usual debugging stub. gdbserver is not a
complete replacement for the debugging stubs, because it requires essentially the same operating-system
facilities that GDB itself does. In fact, a system that can run gdbserver to connect to a remote GDB could
also run GDB locally! gdbserver is sometimes useful nevertheless, because it is a much smaller program
than GDB itself. It is also easier to port than all of GDB, so you may be able to get started more quickly on
a new system by using gdbserver. Finally, if you develop code for real-time systems, you may find that the
tradeoffs involved in real-time operation make it more convenient to do as much development work as
possible on another system, for example by cross-compiling. You can use gdbserver to make a similar
choice for debugging. ™

This service allows one to remotely debug the raspberry pi. This will only need to be setup once and it will be there for all
future installations. Note that you will need to remember this should you need to reimage your USD card.

Next, we need to make sure our host environment, namely the Debian Linux VM, is setup to allow gdb multiarch. GDB is
the GNU debugger, the tool used for debugging source code under Linux. Multiarch is a specific variant of gdb that allows
us to debug on different architectures than the host machine. In our case, we will want to be able to debug ARM Linux
code under the Intel x86 host environment.

To do this, open up a terminal window on the VM and issue the command

sudo apt-get install gdb-multiarch

13.2Why We Use an SSH Tunnel

Eclipse offers a "C/C++ Remote Application" launch type that will, in principle, log into the target over SSH, copy your
program across, and start gdbserver for you, all automatically. It is convenient when it works. On current Raspberry Pi OS
images, it does not work, and it is worth understanding why before we work around it. While the technical specifics are not
glamorous, the situation shows the importance of configuration management and an understanding of the role of
cybersecurity in modern development.

Eclipse ships its own SSH client library (JSch) rather than using the operating system's ssh command. The version bundled
with Eclipse has not been updated in several years, and the only key exchange algorithms it can offer are based on SHA-1,

% https://ftp.enu.org/old-gnu/Manuals/gdb-5.1. 1/htm]_node/gdb_130.html
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a hash function that has been considered broken since 2017. The Raspberry Pi is running OpenSSH 10.0, which has removed
those algorithms entirely. Its key exchange list contains only modern constructions such as ML-KEM, Curve25519, and

ECDH.

When two SSH implementations connect, they must agree on a common set of algorithms. Here the client's list and the
server's list have nothing in common at all, so the connection is refused before authentication is even attempted. Eclipse

reports this as is shown in Figure 10.

Connection Error A O X

e Could not open connection
Reason:

Algorithm negotiation fail

O

Figure 10 Eclipse Error Message when remote connecting.

You could "fix" this by re-enabling the deprecated algorithms on the Raspberry Pi. Do not do this. Weakening a server's
cryptographic configuration to accommodate an out-of-date client is exactly the kind of expedient decision that produces
long-lived vulnerabilities, and it would need to be repeated every time the Pi's SSH server is updated.

Instead, we will take Eclipse's SSH client out of the picture entirely. We will use the operating system's own ssh command
which is current and negotiates modern cryptography without difficulty to build an encrypted tunnel between the VM and
the Pi. Eclipse will then talk to one end of that tunnel using nothing but the GDB remote protocol. It will never attempt an
SSH connection of its own. This arrangement has a second advantage: every piece of the mechanism is visible to you. You
will start gdbserver yourself, open the tunnel yourself, and point the debugger at it yourself. When something breaks, you
will know which of the three parts to examine. This behavior is shown graphically in Figure 11.

Eclipse Debugging Raspberry Pi over SSH Tunnel

4 Linux Virtual Machine R\ @ Raspberry Pi w
(Student Workstation) (Target Device)
Development Application Execution
A .
* Edit Code Your application
' + Build (Cross Compile) runs on the
R « Debug (via SSH Tunnel) Raspberry Pi
eclipse
l Cross Compile SSH Tunnel l Debug Connection
Port 2345 Forwarding
Cross Compiled Application (Secure Encrypted Connection) gdbserver (Running on Pi)
N =
</> 1| g ﬂ gdbserver :2345
. ( \ T () >_ (listening on
Exacutablb for | H localhost:2345) ‘
Raspberry Pi (ARM) : ; e = ’
| 1
) v = | =
SSH Client (on VM) VM side o _ |
SSHTannel: localhost:2345 localhost:2345 :
2o VM localhost:2345 = T
...... > Pi localhost:2345 "0
& J Ne Raspberry Pi Hardware >/

How it works

1. You develop code in Eclipse on the Linux VM.

2. Codeis piled to create an for Raspberry Pi.

3. SSH tunnel forwards port 2345 from the VM to the Raspberry Pi.

4. gdbserver runs on the Pi, listening on localhost:2345.

. Eclipse connects to localhost:2345 (through the SSH tunnel) to debug the running application on the Pi.

o

Figure 11 Remote debugging on the Raspberry Pi using an ssh tunnel. (Generated with CoPilot)
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13.3Building an Executable Suitable for Debugging

A debugger needs debug symbols. As you talked about in your C/C++ course and operating systems courses, this is the

mapping between machine instructions and your source code. It also needs the compiler not to have rearranged your code
beyond recognition, which can occur with optimization.

In Eclipse, open Project — Properties — C/C++ Build — Settings, and under your cross compiler's Debugging and
Optimization categories confirm that the Debug Level is set to the maximum and the optimization level is set to 0. This is

shown in Figure 12.

=] Properties for Lab1Part3 ~ — Properties for Lab1Part3 A O x
Settings Settings
» Resource > Resource
Builders Configuration: ' Debug [ Active ] ~ | Manage Configurations... Builders Configuration: | Debug [ Active ] v | Manage Configurations...
~ C/C++ Build v C/C++ Build
Build Variables Build Variables
Environment B Tool Settings| @ Container Settings | # Build Steps| " Build Artifact| Environment 1 Tool Settings| [ Container Settings| # Build Steps | 9l Build Artifact| >
JSON Compilation C JSON Compilation C = ;
Logging (& Cross Settings Debug level Maximum (-g3) Logging (& Cross Settings Optimization level None (-00)
" — "
& Cross GCC Compiler Settings ~ B Cross GCC Compiler
B Other debugging flags Di Other optimization flags
Tool Chain Editor SDialect BT UEE Tool Chain Editor (& Dialect
> C/C++ General (B Preprocessor Generate prof information (-p) > C/C++ General %Prepmcessar
Linux Tools Path (Includes Generate gprof information (-pg) Lint Tools Path Eincludes
Project Natures 2 Optimization Generate gcov information (-ftest-coverage -fprofil Project Natures Optimiztion
Project References @ Debugging :anmze address (rlsaman::nﬂrEss) Project References %;Debuggmg
& ti it ti - tize=| ter- :
orreall | e —————— | | —— | Spr
> Task Repository (BMiscellaneous B loak fomnitizerlonk > Task Repository SMiscellaneous
Task Tags + B Cross GCC Linker anitize memory leak (-fsanitize=leak) Task Tage 8 Cross GCC Linker
i Sanitize undefined behavior (-fsanitize=undefined) 5,
> Validation BGeneral 5 Validation (SGeneral
= N
WikiText (ELibraries WikiText (B Libraries
(2 Miscellaneous (EMiscellaneous
(5 Shared Library Settings (5 Shared Library Settings
B Cross GCC Assembler ~ B Cross GCC Assembler
(% General (2 General
Restore Defauilts Apply Restore Defaults Apply
@ Cancel Apply and Close @ Cancel Apply and Close

Figure 12 Setting debugging and optimization levels in the tool.

The Debug build configuration normally sets these already; the Release configuration deliberately does not. Make sure the
active configuration is Debug before you build. If you attempt to debug an optimized binary, you will see execution jump
backwards through your source, variables reported as "optimized out," and breakpoints that refuse to bind.

Build the project and note the path to the resulting executable on the VM, which can be found on the resource menu of the
project properties.. It will be something like:
/home/student/workspace/MyProject/Debug/MyProject

You will need this path twice: once to copy the file to the Pi, and once to tell Eclipse where to find the symbols.

13.4 Copying the Executable to the Raspberry Pi

The Pi and the VM each need a copy of the executable, and the two copies must be byte-for-byte identical. GDB reads the
symbol table from the local copy while gdbserver executes the remote copy. If they disagree, breakpoints will land at the

wrong addresses and the session will behave nonsensically. Any time you rebuild, you must copy the executable image out
to the raspberry pi.

From a bash terminal on the VM, enter the following command, noting that the file path and the raspberry pi name will be
different.:

scp ~/workspace/MyProject/Debug/LablPart3 pi@schillingpi3u6l.local:~/
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Substitute your own project path and your own Pi's hostname throughout these instructions. There are ways that this can
be automated, as we will see in the future.

13.5 Starting gdbserver on the Raspberry Pi

Open an SSH session to the Pi:
ssh pi@schillingpi3u6l.local

Start gdbserver, telling it to listen on port 2345 and to run your program:
gdbserver localhost:2345 ./Lab1Part3
You should see something similar to that which is shown in

pi@schillingpi3u6l: gdbserver localhost:2345 ./LablPart3
Process ./LablPart3 created; pid = 3681

Listening on port 2345

Figure 13 The Raspberry Pi waiting to execute the program.

Note carefully that we wrote localhost:2345 and not :2345. The localhost prefix instructs gdbserver to accept connections
only from the Pi itself. This matters, as the GDB remote protocol has no authentication and no encryption whatsoever, and
anyone who can reach an open gdbserver port can execute arbitrary code on that machine as the user who started it. Binding
to loopback means the only way in is through the SSH tunnel we are about to create, which does provide both authentication
and encryption.

Leave this terminal open. gdbserver has started your program but has not run it. The process is suspended at its entry point,
waiting for a debugger to connect and tell it to proceed. Keep this window handy. This is where program console output
will go.

13.6 Opening the SSH Tunnel

In a new terminal window on the VM, not on the P1i, issue the following command
ssh -L 2345:1localhost:2345 pi@schillingpi3u6l.local

The -L option requests local port forwarding, and its argument reads left to right as: listen on port 2345 of this machine;
forward anything that arrives there, through the encrypted SSH connection, to port 2345 of localhost as seen from the far
end. Because "the far end" is the Pi, localhost in that middle position means the Pi itself. This is exactly where the gdbserver
is listening. The practical effect is that port 2345 on your VM now behaves as though it were port 2345 on the Pi. Anything
connecting to it is transparently carried across the network inside the SSH session.

You will be dropped at a shell prompt on the Pi. The tunnel exists only while this session is open. Leave the window alone
for the duration of your debugging session; closing it or letting it time out will drop the tunnel and disconnect the debugger.

You should now have three things running simultaneously:
e Aterminal on the Pi running gdbserver, waiting for a connection.

e Aterminal on the VM holding the SSH tunnel open.
e Eclipse, which we are about to configure.
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13.7 Configuring the Eclipse Debug Configuration

In Eclipse, select Run — Debug Configurations.... In the list on the left, select C/C++ Remote Application and click the
New Configuration button to create a configuration for your project. You will start by selecting the correct launcher. This
is the step that keeps Eclipse's SSH client out of the way, and it is easy to overlook.

At the bottom of the Main tab is a line reading "Using GDB (DSF) Automatic Remote Debugging Launcher" followed by
a Select other... link. Click that link. In the dialog that appears, check Use configuration specific settings and then select
GDB (DSF) Manual Remote Debugging Launcher from the list. Then click OK. The word Manual is what matters. The
Automatic launcher is the one that tries to SSH into the target on your behalf and fails with the negotiation error. The Manual
launcher assumes you have already started gdbserver yourself and simply opens a TCP connection to it.

@ Program not specified

[E1C/C++ Application
[E1C/C++ Attach to Application
[E]C/C++ Container Launcher
[E1C/C++ Postmortem Debugger
~— [E]C/C++ Remote Application
[E]Lab1Part3 Debug

GifC/C++ Unit

[€1GDB Hardware Debugging
[E1GDB OpenOCD Debugging
[E1GDB PyOCD Debugging
[E1GDB QEMU aarch64 Debugging
[E1GDB QEMU arm Debugging

[E1GDB QEMU riscv32 Debugging
[£]GDB QEMU riscv64 Debugging
: ed 18 of 18 item

@
@

[E1GDB QEMU gnuarmeclipse Debugg ||| Connectic

Debug Configurations

Create, manage, and debug configurations

= Select Preferred Launcher A O x
This dialog allows you to specify which launcher to use when
multiple launchers are available for a configuration and launch
mode.

ne: [ L
| Main | ¢

. B Use configuration specific sEttmgwﬂ

Lablparf Launchers:

GDB (DSF) Autornatic Remote Debugging Launcher

GDB (DSF) Manual Remote Debugging Launcher

‘@ Lab1Part3 Debug (1) Variable earch Projec

BulldCd  Description

Debug a new application that was manually started on a

Using GDB (DSF) Automatic Remote Debugging Launcher - Select other.
=

o_‘,

@
@ Cancel

You will notice that the Connection and remote-path fields disappear from the Main tab once you switch launchers. That is
expected. Those fields belonged to the SSH-based workflow we are no longer using. In the main tab, set the C/C++
application to be the executable we will be running. This is the copy on the VM, not the copy on the Pi. Eclipse reads debug

symbols from this file; the Pi executes its

own copy.

Debug Configurations.

Create, manage, and debug configurations

[E]C/C++ Application
[E]C/C++ Attach to Application
[E]C/C++ Container Launcher
[E1C/C++ Postmortem Debugger
« [E]C/C++ Remote Application
[E]LablPart3 Debug
Cij C/C++ Unit
[©]1GDB Hardware Debugging
[©]1GDB OpenOCD Debugging
[£1GDB PyOCD Debugging
[£1GDB QEMU aarch64 Debugging
[£]GDB QEMU arm Debugging
[£1GDB QEMU gnuarmeclipse Debugg
[£]GDB QEMU riscv32 Debugging
[£]GDB QEMU riscv64 Debugging
Filter matched 18 of 18 items

@
@

Name:  LablPart3 Debug (1)
[ Main] %x Debugger| &/ Source| T Common
Broject:
Lab1Part3
C/C++ Application

Jhome/swestudent/eclipse-workspace/Lab1Part3/Debug/LablPart3

Variables...
Build (if required) before launching
Build Configuration: | Select Automatically

Enable auto build

Disable auto build
O Use workspace settings Warkena

Configure Works Settings

Using GDB (DSF) Manual Remote Debugging Launcher - Select other. Revert

Close

Search Project...

Browse...

Browse...

Apply

Next, setup the debugger on the debugger tab. Set the gdb debugger to be gdb-multiarch and leave the command file at its

default.

Page 19 of 21




Department of Electrical and Computer Engineering and Computer Science
Milwaukee School of Engineering

Fall Semester, 2026-2027

SWE4211: Real Time Systems

] Debug Configurations A O x

Create, manage, and debug configurations ‘S\
0

I HdmBX B Y« Name: LablPart3 Debug (1)
e filter tex [El Main | %5 Debugger| & Source| [ Common

[EC/C++ Application G stop on startup at: | main
[E]C/IC++ Attach to Application
[E]C/C++ Container Launcher Debugger Options

[E1C/C++ Postmortem Debugger Main | Shared Libraries | Connection

+ [E]C/C++ Remote Application
[]LablPart3 Debug

GLablPart3 Debug (1) GDB command file: .gdbinit Browse

CHC/C++ Unit

GDB debugger. gdb-multiarch Browse

[£]GDB Hardware Debugging (Warning: Some commands in this file may interfere with the startup operation of the debugger, for example “run".)
[£1GDB Open0CD Debugging Non-stop mode (Note: Requires non-stop GDB)
[€]GDB PyOCD Debugging Enable Reverse Debugging at startup using: = Software Reverse Debugging (detailed but slower) v

[E/GDB QEMU aarch64 Debugging

- Force thread list update on suspend
[€]GDB QEMU arm Debugging

= Automatically debug forked processes (Note: Requires Multi Process GDB)
[£]GDB QEMU gnuarmeclipse Debugg

[E1GDB QEMU riscv32 Debugging
[E1GDB QEMU riscvb4 Debugging
Filter matched 18 of 18 items

This is where the package you installed earlier comes into play. The default gdb on your x86-64 VM understands only x86-

64 instructions and will reject an ARM binary. gdb-multiarch is compiled with support for many architectures and will
detect AArch64 from your executable automatically.

Using GDB (DSF) Manual Remote Debugging Launcher - Select othes Revert Apply

Next, click on the connection subtab. Set the type to be tcp, enter the localhost for your Raspberry Pi, and enter the port
number 2345.

Debug Configurations X

~ 0O
Create, manage, and debug configurations ‘$
X

I BX BY v Name: | LablPart3 Debug (1)
[2) Main | %5 Debugger| & Source | ] Commen

[EIC/C++ Application G stop on startup at: | main
[E]C/C++ Attach to Application
[E]C/C++ Container Launcher DEbLCOERtoTS

EIC/C++ Postmortem Debugger Main| Shared Libraries [Connection
 [E]C/C++ Remate Application

[€]LablPart3 Debug

e

Cii C/C++ Unit

[E]GDB Hardware Debugging

[£]GDB OpenOCD Debugging

[£1GDB PyOCD Debugging

[E1GDB QEMU aarch64 Debugging

[E1GDB QEMU arm Debugging

[£]GDB QEMU gnuarmeclipse Debugg

[£]GDB QEMU riscv32 Debugging

[£]GDB QEMU riscv64 Debugging
Filter matched 18 of 18 items

Type: T -

Host name or IP address: | localhost

Port number: 2345

Using GDB (DSF) Manual Remote Debugging Launcher - Select othe Revert Apply

localhost is correct here and is not a mistake. Eclipse connects to the local end of the tunnel on the VM; the tunnel carries
the connection to the Pi. Eclipse itself has no idea the Pi exists.

When finished, click Apply, then Debug. Eclipse will switch to the Debug perspective. In the terminal running gdbserver
on the Pi, a line will appear reporting a remote debugging connection from 127.0.0.1. Execution will halt at main(), and the
Debug view will show your program's stack.

pi@schillingpi3u6l: gdbserver localhost:2345 ./LablPart3
Process ./LablPart3 created; pid = 3681
Listening on port 2345

Remote debugging from host ::1, port 47120

From this point forward, debugging proceeds exactly as it does for a local program. To set breakpoints, simply double click
on the line of code where you want the breakpoint to be at. Step over will step over a line of code. Step into will step into
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the method invoked on that line of code. Step with F5 and F6, resume with F8, and inspect variables in the Variables view.
The only difference is where the instructions are physically executing.

Note that your program's output does not appear in the Eclipse Console. Standard output and standard error belong to the
process on the Pi, so they appear in the terminal where you started gdbserver. Keep that window visible.

By default, gdbserver exits when the debugging session ends, as is shown in Figure 14. Before starting a second session you
must restart it on the Pi:
gdbserver localhost:2345 ./Lab1Part3

>_| Terminal - pi@schillingpi3u6l: ~ ~ _ O X
File Edit View Terminal Tabs Help
individual files in /usr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.

Last login: Sat Aug 22 10:48:30 2026 from 192.168.4.175
pi@schillingpi3u6l: gdbserver localhost:2345 ./LablPart3
Process ./LablPart3 created; pid = 3172

Listening on port 2345

Remote debugging from host ::1, port 39104

Executing Program: ./LablPart3

I''THello World!!!

Hello World! Main is executing at address 0x400720

This address (Ox7ffffff218) is in our stack frame

The printf function is located at location 0x4017c0.

This address (0x491988) is our bss section

This address (0x490040) is in our data section

The address of the static variable which is uninitialized is 0x49198c.
The address of an initialized 1v variable is 0x490044

The size of a pointer is 8.

Hostname: schillingpi3u6l

Child exited with status @
pi@schillingpi3u6l: |

Figure 14 The debug session ended.

At this point, you have now completed lab 1, and you should be able to remotely execute code on your Raspberry Pi. In
future labs, we will streamline this a bit, but you now have the fundamentals down.
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