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* Generalized Digital Communications System
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IEEE 802.3 Ethernet Frame Format

< g
| Ethernet Header (14 byte) |
| < > |
| |
| 46 to 1500 |
{ OF | 1 byte 1 byte 6 byte 6 byte 2 byte byte 4 byte |

Start Frame

Preamble Fr;ar;e Destination Source Length Data Check

iy Address Address g Sequence
Delimiter
(CRC)
32 Bits >
8 8 8 | 8
Version T:ﬁg[ehr Tygf DO:"SS‘::}CB Total Length
Identifier Flags Fragment Offset
Time to Live Protocol Header Checksum
Source Address
Destination Address
Options Padding

TCP Segment
32 hills

Souroe Port Destination par
Sequence number

Hecagnition number

Header 1 .-'I: I. H _\,- E o .
Length M R C|5 5 Y 1 eception window
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Chocksum Pinber e urgent data
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* Ethernet Example — Application Layer
e Send an email via a web based app

* Type in your message and hit send

* Outlook, Gmail, ... converts your message to HTTP format
* Other examples might use FTP, SMTP, ...

* Your message is associated with a specific sending and
receiving process (port) in the program/OS

0 4 8 12 16 20 24 28 32
1 1 | 1 1 1

Source Port Destination Port

U D P Length Checksum
User Datagram Protocol i

ELE 4142 5 © tj



e Ethernet Example —

* Presentation Layer
* Encryption is performed if desired

* Session Layer
* Involved in managing the transaction
* No changes to the data

UDP

User Datagram Protocol i
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* Ethernet Example — Transport Layer
* The data is encapsulated into the TCP (Transmission
Control Protocol)
* The data is broken into pieces as necessary
» Additional fields are added to track which piece is being

sent, what pieces have already been received, ...

TCP Segment
32 hits

Spuree I-'|_:.'I, Diesrinatiom B
SequUemcE nUumDer

Hizcogn e mu e

Heacer UiaAa PR > F
L=rElh Hi “ i :"; 5 E r RE"‘CI’.‘F'CI:II'I wiridow
- ik | H'T ™= ™ «lEE
Chiscksium Padnfer b urgent data | 9 o 1 oeem
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* Ethernet Example — Network Layer
* The TCP is encapsulated into the IP (Internet Protocol)
* Internet source and destination information is added
* Additional information about the packet is added

- 32 Bits *
8 B 8 | 8
Version E:gg;r Tygf Dﬂi’rﬂﬁseer;ﬂca Total Length
Identifier Flags Fragment Cffset
Time to Live Protocol Header Chacksum

Source Address

Destination Address

Opticns FPadding
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* Ethernet Example — Data Link Layer
* The IP packet is encapsulated into the Ethernet Frame
* MAC addresses are added (physical device)
* Frame detection and clock recovery data is included

IEEE 802.3 Ethernet Frame Format

ot >
I Ethernet Header (14 byte) I
| < > |
I I
| 46 to 1500 |
| 71 byte 1 byte 6 byte 6 byte 2 byte byte 4 byte |

Start Frame

Destination Source Check

Preamble DFr_ame Address Address Length Data Sequence
elimiter (CRC)
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* Ethernet Example — Data Link Layer

* Preamble
Used for clock synchronization

IEEE 802.3 Ethernet Frame Format

€
e 7 bytes of 10101010 | " SinernetHouder (14 by
[ >
|
: 46 to 1500
® Sta rt F ra I I I e | 7 byte 1 byte 6 byte 6 byte 2 byte byte 4 byt
Start Fram
Destination Source Check
Preamble | Frame | padvece | AAdrece | Length Data
o 1 0 1 O 1 O 1 1 Delimiter Address Address e(%%eéljce

* Physical Address Structure (MAC)

NOT the IP address
24 bits assigned to the manufacturer
* Organizationally Unique Identifier (OUI)
24 bits assigned by manufacturer to the specific device
00-20-C3-C0-B3-EA
OUl | Unique
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© tj



* MAC (Media Access)

ommand Prompt

Media State . . . . . . . . . . . ! Media disconnected

Connection-specific DNS Suffix

Description . . . . . . . . . . . ! Microsoft Wi-Fi Direct Virtual Adapter #2
Physical Address. . . . . . . . . : CB6-75-AB-BE-16-6D

DHCP Enmabled. . . . . . . . . . . : No

Autoconfiguration Enabled . . . . : Yes

lWireless LAN adapter Wi-Fi:

Connection-specific DNS Suffix

Description . . . . . . . . . . . : Intel(R) Wi-Fi 6 AX281 168MHz

Physical Address. . . . . . . . . ! C4-75-AB-8BE-16-6D

DHCP Enabled. . . . . . . . . . . ! Yes

Autoconfiguration Enabled . . . . : Yes

Link-local IPv6 Address . . . . . : fe88::691f:c2081:8958:d55a%16(Preferred)
IPv4 Address. . . . . . . . . . . : 192.168.1.15(Preferred)

Subnet Mask . . . . . . . . . . . ! 255.255.255.8

Lease Obtained. . . . . . . . . . : Thursday, April 11, 2824 11:37:46 AM
Lease Expires . . . . . . . . . . ! Friday, April 12, 2824 11:37:48 AM
Default Gateway . . . . . . . . . : 192.168.1.1

DHCP Server . . . . . . . . . . . : 192.168.1.1

DHCPvEe IAID . . . . . . . . . . . © 197424555

DHCPv6E Client DUID. . . . . . . . : BB8-81-88-81-2D-A9-9F-E5-4C-E1-73-4B-6B-29
DNS Servers . . . . . . . . . . . & 192.168.1.1

NetBIOS over Tcpip. . . . . . . . : Enabled

Ethernet adapter Bluetooth Network Connection:

Media State . . . . . . . . . . . : Media disconnected
Connection-specific DNS Suffix
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e Ethernet Example — Web Page request

* Application Layer

GET /index.htm!| HTTP/1.1
Host: www.example.com

* Transport Layer

Source Port:

Destination Port:
Sequence Number:
Acknowledgment Number:
Data Offset:

Flags:

Window Size:

Checksum:

Urgent Pointer:

Encapsulated Presentation Layer Data:

3039 (12345 in hex)

00 50 (80 in hex)

00 00 00 00 (0 in hex)

00 00 00 00 (0 in hex)

50 (Data offset = 5, multiplied by 4 for header length)
02 (SYN flag set for connection establishment)

FF FF (65535 in hex)

xx xx (Checksum value, calculated by the protocol)
00 00 (No urgent data)

GET /index.html HTTP/1.1\r\nHost: www.example.com\r\n\r\n
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Version and IHL:

Type of Service:

Total Length:
Identification:

Flags and Offset:

TTL:

Protocol:

Header Checksum:
Source IP Address:
Destination IP Address:

Source Port:

Destination Port:
Sequence Number:
Acknowledgment Number:
Data Offset:

Flags:

Window Size:

Checksum:

Urgent Pointer:

Encapsulated Presentation Layer Data:

e Ethernet Example — Web Page request
* Network Layer

45 (Version =4, IHL =5)

00 (No specific priority)

00 28 (40 in hex, 20 bytes IP header + 20 bytes TCP segment)
30 39 (12345 in hex)

00 00 (No fragmentation)

40 (64 in hex)

06 (TCP)

xx xx (Calculated checksum)

CO A8 01 02 (192.168.1.2 in hex)

5D B8 D8 22 (93.184.216.34 in hex)

3039 (12345 in hex)

00 50 (80 in hex)

00 00 00 00 (0 in hex)

00 00 00 00 (0 in hex)

50 (Data offset = 5, multiplied by 4 for header length)
02 (SYN flag set for connection establishment)

FF FF (65535 in hex)

xx xx (Checksum value, calculated by the protocol)
00 00 (No urgent data)

GET /index.html HTTP/1.1\r\nHost: www.example.com\r\n\r\n
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Version and IHL:

Type of Service:

Total Length:
Identification:

Flags and Offset:

TTL:

Protocol:

Header Checksum:
Source IP Address:
Destination IP Address:

Source Port:

Destination Port:
Sequence Number:
Acknowledgment Number:
Data Offset:

Flags:

Window Size:

Checksum:

Urgent Pointer:

Encapsulated Presentation Layer Data:

e Ethernet Example — Web Page request
e Data Link Layer

Destination MAC Address:
Source MAC Address:
EtherType:

00 1A 2B 3C 4D 5E
11 22 33 44 55 66
08 00 (0x0800, indicates the payload is an IP packet)

45 (Version = 4, IHL = 5)

00 (No specific priority)

00 28 (40 in hex, 20 bytes IP header + 20 bytes TCP segment)
30 39 (12345 in hex)

00 00 (No fragmentation)

40 (64 in hex)

06 (TCP)

xx xx (Calculated checksum)

CO A8 0102 (192.168.1.2 in hex)

5D B8 D8 22 (93.184.216.34 in hex)

30 39 (12345 in hex)

00 50 (80 in hex)

00 00 00 00 (0 in hex)

00 00 00 00 (0 in hex)

50 (Data offset = 5, multiplied by 4 for header length)
02 (SYN flag set for connection establishment)

FF FF (65535 in hex)

xx xx (Checksum value, calculated by the protocol)
00 00 (No urgent data)

GET /index.html HTTP/1.1\r\nHost: www.example.com\r\n\r\n
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e Ethernet Example — Web Page request
 Complete Ethernet Message

Ethernet header

N

IPv4 aaaa aaaa aaaa aaab fOde fl1l2c c22b f45c 89bd 332d 0800

LR 4500 6060 6000 0008 0806 6862 867 Bddd 5dd8 d822 Ethernet
1388 0050 0000 0017 0000 002a 5010 1000 cf33 0000 || | .- payload

TCP — '

header

eade / € de ] IPv4

payload

}I;ITEP *~__Ethernet ™~ TCP

cader FCS payload
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