Predicting the contents of an IP header

This is an example of how to format your results for Lab 2. Here, we predict and observe the IP header of a TCP/IP
packet. In the lab, you will predict the UDP header and payload of a UDP packet (ignoring the IP header).

Predicted Contents

Field name and contents in decimal Field contents in hexadecimal
Version: 4 bits (0.5 byte): 4 0x4 (0b0100)

Type of service: 8 bits (1 byte): unknown 0x--
Datagram Length: 16 bits (2 bytes): 20 bytes (IP header) + 20 bytes (TCP 0x00 28
header) + 0 bytes (TCP data) = 40. (The first TCP message sent contains no
data because it is part of a 3-way handshake to set up the connection.)

Time-to-live: 8 bits (1 byte): 255?

L I
Oxff?

0x06

0x--

Header checksum: 16 bits (2 bytes): unknown
Source IP address: 32 bits (4 bytes): 192.168.1.15

0xc0 a8 01 Of

Options: 0 bits: none

Data: 160 bits (20 bytes): TCP header (not included in this example —

do include the payload in your
lab)

Complete Predicted Packet

Prediction: 48 == oo 23 FENERNNSINSINSISRUSRISS ff @6 ~- co a8 o1 of 6218elac 2b

Complete Actual Packet

Actual: 45 00 oo 34 [H7NCANAENG8 30 @6 22 69 co a8 01 of 62 8e 6c 4b

Actual Contents

Field name and contents in decimal Field contents in hexadecimal
Version: 4 bits (0.5 byte): 4 (same as predicted) 0x4
Type of service: 8 bits (1 byte): 0 0x00

Datagram Length: 16 bits (2 bytes): 52 = 20 bytes (IP header) + 32 bytes 0x00 34
(TCP header) + 0 bytes data. The TCP header was longer than expected

because it contained 12 bytes in the “options” field, to set the Maximum
Segment Size (MSS), Window Scale, and SACK Permitted.

Time-to-live: 8 bits (1 byte): 128 (about half what | predicted) 0x80

Header checksum: 16 bits (2 bytes): 0x2269 (I only included 0x22 69
one blank byte -- instead of two -- --)
Source IP: 32 bits (4 bytes): 192.168.1.15 (same as predicted) Oxco a8 01 of

Options: 0 bits: None

Data: 256 bits (32 bytes): TCP header (see above) (not included in this example)
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